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Abstract   In this paper, the authors explore the how the Electronic Product Code 
EPC standard along with its supplementary architecture framework components 
can be judged to support autonomous controlled logistics. Initially, the paper in-
troduces the problem area, being the field of data integration in the context of 
autonomous controlled logistics. It then reflects the motivation for examining the 
EPC family of standards in this context. Subsequently, the paper introduces the 
relevant standard components, with a focus on describing the mechanisms which 
are applicable to the unique identification of logistics entities, the discovery of 
software services relevant to that identification and the standardised storage of and 
access to data connected to that identification. It then discusses criteria from litera-
ture towards the appraisal of the information layer of autonomous controlled proc-
esses as well as differentiating different types of autonomous controlled logistics 
objects required to be considered by that layer. A critical appraisal of the applica-
tion of the EPCglobal Framework Architecture within the context of autonomous 
controlled logistics concludes the paper. 
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1 Introduction 

Autonomous Control in logistic systems is characterized by the ability of logistic 
objects to process information, to render and to execute decisions on their own 
(Böse and Windt 2007). The requirements set by complex logistics systems to-
wards the integration of data regarding the individual entities within them prove 
immensely challenging. In order to implement complex behaviour with regards to 
autonomous control, dynamism, reactivity and mobility, these entities, including 
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objects such as cargo, transit equipment and transportation systems but also soft-
ware systems such as disposition, Enterprise Resource Planning (ERP) or Ware-
house Management Systems (WMS) require the development of innovative con-
cepts for the description of and access to data. (Hans et al. 2007)  One recent 
standard approach to providing data visibility and integration throughout complex 
logistics processes on an item-level is defined by the EPCglobal Architecture 
Framework. This paper aims to evaluate whether the framework can be applied to 
successfully support autonomous controlled logistics and where the limitations of 
the current set of specifications lie in this regard.  

2 The EPCglobal Architecture Framework 

Fig. 1 shows the principle components of the EPCglobal Architecture Framework, 
as defined by EPCglobal (Armenio et al. 2007). The Tag Protocol standards (UHF 
Class 1 and HF Generation 2) define the physical and logical requirements for 
RFID systems operating in the ultra-high and high frequency ranges respectively. 
The Low-level Reader Protocol (LLRP) deals with the standardisation of the net-
work interface of RFID readers. The Reader Management standard is the wire pro-
tocol used by management software to monitor the operating status and health of 
RFID Readers. The Application Level Event standards (ALE) specifies an inter-
face through which clients may obtain filtered, consolidated RFID data whilst ab-
stracting from the underlying physical infrastructure. The EPC Information Ser-
vices (EPCIS) represents an event-based service interface for the distributed, inter-
organisational sharing of application-level EPC data. The Object Name Service 
(ONS) defines a mechanism by which authoritative metadata and services associ-
ated with EPC Identifiers may be located in the network. In the following sections, 
those components most relevant to data integration are described in more detail – 
the EPC Identifier itself, followed by the ALE, ONS and EPCIS standards. 
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Fig. 1. The EPCGlobal Architecture Framework (Armenio et al. 2007) 
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2.1 The EPC Identifier 

In (EPCglobal Inc 2008), the Electronic Product Code (EPC) is described as a 
scheme for universally identifying physical objects. The media targeted foremost 
by EPC is Radio Frequency Identification (RFID) tags but other means are not ex-
cluded. The standard tag encodings consist of an EPC (or EPC Identifier) that 
uniquely identifies an individual object, as well as a filter value, if necessary, to 
enable effective and efficient tag reading. Within the EPC Identifier scheme, 
“Pure Identity” refers to the abstract name or number used to identify an entity, 
regardless of the media used to encode it, such as barcode, RFID or a database 
field. The Pure Identity may be represented as an Identity URI (Uniform Resource 
Identifier). The General Identifier, for example, consists of three fields. Encodings 
of the GID include a fourth field, the header, to guarantee uniqueness within the 
EPC namespace. The General Manager Number identifies an organizational entity 
(company, manager or other organization) responsible for managing the subse-
quent fields. The General Manager Number is assigned by GS1. The Object Class 
identifies a class or “type” of thing. The Serial Number code, or serial number, is 
unique within each object class and denotes a specific, individual physical entity.  

2.2 ALE 

The Application Level Event standard specifies interfaces for the communication 
between multiple devices and clients which exchange EPC data, and facilitates the 
abstraction of logical readers from the physical infrastructure. ALE allows a client 
application to subscribe to a network of readers for read events. The term “read-
ers” is not restricted to RFID readers as such, but may be interpreted as any device 
capable of capturing EPC data. 

2.3 EPC Information Services 

EPCIS stands for Electronic Product Code Information Services. It is a standard 
that defines interfaces for the sharing of data among trading partners. Its aim is 
primarily to enable supply chain participants in the EPCglobal network to gain 
real-time visibility into the movement, location and disposition of assets, goods 
and services throughout the world (Soon and Ishii 2007). EPCIS can be leveraged 
to track individual physical objects and collect, store and act upon information 
about them. By providing a standard interface to that information, EPCIS enable 
cooperation partners to seamlessly query such information throughout supply 
chains. The EPCIS standard consists of three layers. The first is the Abstract Data 



4  

Model Layer, which specifies the generic structure of EPCIS data. The second is 
the Data Definition Layer, in which the syntax and semantics of the data exchange 
via EPCIS are defined. In this layer, the concept of EPCIS Events is defined and 
the Core Event Types Module specified. The third layer is the Service Layer, 
which specifies the service interfaces for both querying and capturing EPCIS 
Events. On top of these three layers, recommendations for bindings are given 
which exemplify how the specifications may be implemented in practice. 

2.3.1 EPCIS Events 

The individual EPCIS Event classes inherit their basic structure from the parent 
EPCIS Event following the Object Oriented paradigm. Object Events are the sim-
plest type of EPCIS event, and are used to capture and communicate information 
about objects identified by an EPC. They can, for example, be used to document 
that a specific object has been observed at a specific position and time, or capture 
changed to the status of that object. Aggregation events are used to document 
events in which an object identified by an EPC is brought into relation with a 
number of other such objects. In the example presented in this paper, it is used to 
capture which component parts of are installed into which overall product. It can 
be used to both create and destroy such relations. Quantity Events are specified to 
document events which influence a set of objects which can be identified as be-
longing to a common class. An example for such an event could be the change of 
price for an entire assortment of products. Transaction Events can be employed 
whenever an event triggers a business transaction. The mapping of these events is 
facilitated by means of a business transaction list, which is a core element of the 
suggested specification of this event. 

2.3.2 EPCIS Capture and Query Interfaces 

The standard defines two services - EPCIS Capture Interface and the EPCIS 
Query Interfaces. The latter consists of two services, the Query Callback Interface 
and the Query Control Interface. The capture interface consists of only one 
method, “capture”. This method is responsible for accepting EPCIS Events and 
storing them in the respective repository. It accepts a list of EPCIS Events as its 
sole argument and returns no results. The Query Interfaces only provide a general 
framework for the definition of an interface by which applications may query 
EPCIS data. The interface caters both for on-demand queries via the Query Con-
trol Interface and standing queries via the Query Callback interface.  

2.3.3 EPCIS Event Data Storage 
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The EPCIS standard only specifies event types and the interfaces to arbitrary sys-
tems capable of storing such events. It neither makes a statement about the charac-
teristics of the system used to store EPCIS event data, nor about the representation 
in which the events are stored. ERP systems, tracking and tracing applications, or 
warehouse management systems are examples of systems which might implement 
one or both of the EPCIS interfaces (EPCglobal Inc 2007). 

2.4 ONS 

The function of the Object Name Service (ONS) is to transform the EPC stored, 
for example, on RFID-Tags, via their corresponding Identity URI encodings into 
URLs, which may respectively point to a Web Service or other information re-
source. First, the EPC read from the RFID tag is transformed into its standard URI 
encoding. The next step is to rewrite the given URI into a DNS name, which is ac-
complished using a simple regular expression. Then, the DNS name is resolved 
into a valid URL. This is accomplished by using a DNS Type Code 35 (Naming 
Authority Pointer - NAPTR) request, which offers a number of different options 
for specifying the type of URL to resolve the DNS name into. Neither the method 
for carrying out this request nor the specification of the DNS resolver is within the 
scope of the ONS specification (EPCglobal Inc 2008). The most common use for 
ONS is the discovery of specific services for an object class. For example, Web 
Services may be discovered using this mechanism. Similarly, ONS can be used by 
an application to discover the EPCIS Capture and Query Interfaces responsible for 
the object class. The application may then bind to the identified EPCIS services.  

3 Integrating EPCIS into Autonomous Logistics 

According to (Böse and Windt 2007), “Autonomous Control in logistic systems is 
characterized by the ability of logistic objects to process information, to render 
and to execute decisions on their own.”  They furthermore define logistics objects 
in this context as “as material items (e.g. part, machine and conveyor) or immate-
rial items (e.g. production order) of a networked logistic system, which have the 
ability to interact with other logistic objects of the considered system.” In (Scholz-
Reiter et al. 2007), the former are further differentiated as commodities and all 
types of resources and whilst constraining the immaterial logistics objects to or-
ders.  In (Windt et al. 2005) a catalogue of criteria for autonomous cooperating 
processes is suggested. Within this catalogue, three criteria explicitly address the 
“information system” layer, as illustrated in Fig. 2 below. Specifically, these crite-
ria deal with the properties of data storage, data processing and the system’s inter-
action ability. The first two criteria are directly related to the problem of data inte-
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gration. These criterias´ properties make apparent that the higher the less central 
the data storage and processing of an information system is, the higher the level of 
autonomous control. The third criterion, interaction ability, relates implicitly to the 
data integration problem, in that the interaction ability of the information system 
in question is based upon its ability to access and process data stored according to 
the initial two criteria.  

System layer Properties 

Information 
system 

Data 
Storage 

Central Mostly cen-
tral 

Mostly decentral Decentral 

Data Proc-
essing 

Central Mostly cen-
tral 

Mostly decentral Decentral 

Interaction 
Ability 

None Data allo-
cation 

Communication Coordination 

 Increasing level of autonomous control 

  

Fig. 2. Information System Layer Criteria for Autonomous Cooperating Processes (Windt 
et al. 2005)  

Consequently, an IT architecture can be said to contribute to the autonomous con-
trol of a logistics system if it provides support for information processing and de-
cision-making on the part of logistics objects, both material and immaterial. Fur-
thermore, the information system is required to exhibit the properties data storage, 
data processing and interaction ability with respect to these types of logistics ob-
jects. The following sections examine the EPCglobal Framework Architecture in 
its support for the criteria shown in Fig. 2 from the perspective of material and 
immaterial logistics objects. 

3.1 Material Logistics Objects 

Auto-identification, that is a method for the unique, item-level identification of 
material objects coupled with a mechanism for the automated retrieval of that 
identity, forms the basis of any data processing operation with regards to individ-
ual material objects. This has been extensively shown for the Intelligent Product, a 
class of autonomous object similar to the material logistics object discussed here, 
in (McFarlane et al. 2003), (Wong et al. 2002), (Kärkkäinen et al. 2003) and 
(Ventä 2007). The discussion with regards to the Intelligent Product encompasses 
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the entire product lifecycle, from the production, distribution, and use to the dis-
posal of the products. This includes autonomous controlled logistics processes, for 
example, increased intelligence in supply chains (Ventä 2007), manufacturing 
control (McFarlane et al. 2003), production, distribution, and warehouse manage-
ment (Wong et al. 2002). Consequently, the findings with regards to auto-
identification in the field of Intelligent Products are applicable to that of the 
autonomous control of material logistics objects. The EPC identification schema 
fulfils that requirement by providing a standardized means for the unique identifi-
cation of individual physical logistics entities. Along with the specifications for 
the encoding of EPC on media such as RFID, the EPCglobal Architecture Frame-
work provides the foundation for processing information regarding individual 
physical entities. An EPC may be associated with each individual material logis-
tics object within an autonomously controlled logistics system. Leveraging the 
standard structure of, for example, the general identity type General Identifier 
(GID-96) allows for a rough classification of logistics objects at the identifier level 
with the possibility of the expression of ownership relations (General Manager 
Number) and type of logistics object (Object Class). The Serial Number can then 
be used to uniquely identify the logistics object within that structure. 
The low-level standard specifications along with the ALE components support ba-
sic auto-identification mechanisms which satisfy the needs outlined above. Build-
ing on the unique identification and hierarchical structure provided by the EPC it-
self, ONS offers a mechanism for the automated discovery of arbitrary services on 
the Object Class level. Within the context the autonomous control of logistics sys-
tem, that means each type of logistics object can be associated with a specific set 
of services using ONS. The types of services exposed by the logistic objects types 
are not restricted by the standard, although recommendations are given and all fur-
ther services are to be considered experimental. The recommended use encom-
passes html, wsdl and epcis. The second of these is relevant to autonomous control 
due to the fact that by means of wsdl and methods of automatic service discovery 
and composition, logistics objects may be enabled to expose, discovery and con-
sume information services, facilitating data processing and providing a basis for 
their ability to interact with each other. The third option allows for logistics ob-
jects in Autonomous Controlled logistics systems to access standard EPC Informa-
tion Services. Furthermore, the design of this service discovery functionality an-
ticipates the ad-hoc integration of stakeholders into a trading network as opposed 
to the traditional, pre-arranged approach (Soon and Ishii 2007).  
The service interface and event model of EPCIS provide a modular, extensible and 
decentral means of storing and exchanging data pertaining to the uniquely identi-
fied material objects. According to (EPCglobal Inc 2007) the perspective EPCIS 
takes is “visibility of the physical world, incorporating common notions of What 
Where When and Why.” Each EPCIS event represents data corresponding to a 
unique spatio-temporal constellation of one or more physical entities associated 
with an EPC. (Hribernik et al. 2007) demonstrates the applicability of EPCIS 
events to seamlessly modeling, tracking and tracing products and their subcompo-
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nents throughout their life-cycles, including logistics processes. Attributes of 
physical logistics objects such as the time, position, status and the current related 
business transaction can be modeled using the basic event objects. Further attrib-
utes, such as the properties of autonomous controlled material logistics objects 
like speed, weight, enterprise affiliation, as well as capabilities such as transporta-
tion or storage capabilities, or sensors for measuring humidity as described by 
(Langer et al. 2006) may be modeled by extending the basic objects with user vo-
cabulary extensions. 

3.2 Immaterial Logistics Objects 

Not all events related to logistic objects take place on the level of the material 
flow of specific physical entities. In (Scholz-Reiter et al. 2007), the kinds of logis-
tics objects with relevance to autonomous control are identified as commodity, all 
types of resources and orders. The former two kinds are readily addressable by 
EPCIS as they refer to specific, individual physical entities which may be identi-
fied using an EPC as discussed above. Commodity and resources types are also 
addressable using EPC´s object class hierarchy level. The latter kind of logistics 
object, the order, corresponds to the immaterial logistics object according to 
(Windt et al. 2005). Whilst Pure Identity types of EPC Identifier generally deal 
with the unique identification of physical objects, types such as the Global Docu-
ment Identification Number GDI, which can refer to both a physical document as 
well as, for example, a database entry, demonstrate that unique identification in 
the EPCglobal Architecture Frame is not conceptually restricted to physical ob-
jects.  
As a standard dealing solely with the handling of RFID capture data, the ALE 
component has no relevance to immaterial logistics objects. Furthermore, whilst 
EPCIS does not directly support the modeling of orders, it does facilitate the asso-
ciation of order information to identifiable, physical entities on the material flow 
level. As soon as an order is explicitly related to physical logistic objects, an 
EPCIS event may be generated to exchange information about it. This is the aim 
of EPCIS transaction events. Here, immaterial logistics objects may be identified 
and described by participating stakeholders using URIs. Purchase orders may be 
mapped to physical entities via the BusinessTransactionID vocabulary which may 
point to an URI describing the transaction. A schema for the unique identification 
of such transactions is, however, not specified by the standard. Furthermore, Mas-
ter Data attributes are not given by the standard (EPCglobal Inc 2007). Ultimately, 
even with regards to Transaction Events, the event data handled by EPCIS is al-
ways based upon physical handing steps (SupplyScape 2008), meaning the rele-
vance of the event object model is to the material flow of individual physical enti-
ties. 
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4 Summary and Conclusions 

The EPCglobal Framework Architecture provides explicit technical support for 
the first type of autonomous logistic objects defined by Böse and Windt (2007) – 
the individual physical entity. The EPC identification schema provides a means 
for the unique identification of individual physical logistics entities. Along with 
the specifications for the encoding of EPC on media such as RFID, it provides the 
foundation for processing information regarding individual physical entities. ONS 
supports automated service discovery on the basis of that unique identifier. The 
discovery of standard EPC Information Services for each individual physical lo-
gistics entity is also facilitated in this way. The service interface and event model 
of EPCIS provide a modular, extensible and decentral means of storing and ex-
changing event data pertaining to the identified entities. EPCIS Events are profi-
cient at capturing, storing and providing access to event information regarding ma-
terial logistics objects in a decentral fashion. This distributed, fine-grained event 
data is based upon physical handing steps (SupplyScape 2008), meaning the rele-
vance of the event object model is primarily to the material flow of individual 
physical entities. Attributes such as the time, position, status and the current re-
lated business transaction can be modeled using the event object model. Whilst the 
abstract data model can be extended in a modular fashion by user vocabularies to 
encompass application-specific attributes, the event-driven concept imposes re-
strictions upon the applicability of EPCIS and does not explicitly support the in-
teraction of autonomous controlled logistics objects. The EPCglobal Architecture 
Framework focuses on providing support for data exchange centred on identifi-
able, physical entities. Immaterial logistic objects such as orders are indeed con-
sidered by the architecture and its data structures, for example, in EPCIS transac-
tion events and their related properties, or in specific EPC Identifier types. 
However, the perspective of the framework upon immaterial logistics objects is 
always from the material object to which they are related.  
From the perspective of the Information System Layer Criteria for Autonomous 
Cooperating Processes, through the EPC Identifier and EPCIS the Framework Ar-
chitecture explicitly fulfills the requirements towards a high level of autonomous 
control for decentral data storage pertaining to the visibility of individual physical 
logistics objects. With regards to the second criterion, decentral data processing, it 
provides implicit support by specifying standard interfaces by means of that data 
may be discovered and accessed, whereas the specification of actual data process-
ing facilities for autonomous control are outside the scope of the standards. The 
third and final criterion, the interaction ability of autonomous controlled logistic 
objects lies well outside of the scope of the specifications. To conclude, the EP-
Cglobal Architecture Framework´s contribution towards the standardization of 
auto-identification technology and increased visibility of the material flow repre-
sent a significant step towards a platform capable of functioning as a foundation 
for the requirements of autonomous controlled logistics objects.  
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