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As described in Chapter XX on Historical Autonomy in ICT, self-
organisation is a well-known concept in information- and communi-
cation technology. In this chapter we will show how self-
organisation can be employed in the Information- and Communica-
tion Layer of Autonomous L ogistic Processes.

Autonomic Communication, Autonomic Computing and
Self-Star

Especially the concepts Autonomic Communication, Autonomic
Computing and Self-Star, already mentioned in Chapter XX, are of
interest to be applied in Autonomous Cooperating Logistic Proc-
€SSEeS.

The components involved in the processes, in particular the vehi-
cles, need very reliable communication systems due to their mobile
nature. The communication equipment fixed to the vehicle has to be
highly reliable to avoid frequent reset/repair times. The time the
transport vehicle spends in the garage for resetting, reconfiguring or
repairing the communication system is necessarily downtime and
hence extremely costly. Resistance of the shipping companies
against unreliable IT systems has become obvious with the introduc-
tion of the TollCollect system (Bundesverband Guterkraftverkehr
Logistik und Entsorgung e.V. 2005).

The next paragraphs will introduce example applications of Auto-
nomic Computing and Self-Star such as Self-organized Selection of
Communication Networks, Service Discovery, Gateway Discovery
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and Ad hoc Routing that are needed for always best connected
communication services of sensor and mobile nodes.

Self-organized Selection of Communication Networks
and Services

To show the application of the concepts, a self-organized selection
of communication networks has been implemented, called Autono-
mous Communication Gateway. The autonomous communication
gateway is documented in (Becker et al. 2006a) and has been dem-
onstrated as part of an autonomous logistic support system (Becker
et a. 2006b; Morales et a. 2006). The device has the ability to
communicate using three different communication networks, namely
Wireless Local Area Network (WLAN), Universal Mobile Telecom-
munication System (UMTS) and General Packet Radio Service
(GPRS).

The independence of the different systems can be established by
means of MobilelP and Virtual Private Network (VPN).

For the autonomous logistic processes case the permanent ad-
dressability is established by the use of a Virtual Private Networks
(VPN), as shown in Figure 1. The VPN provides static Internet Pro-
tocol addresses for use in the applications, although the |P addresses
change, when changing the communication network. This approach
includes encryption of the transmitted data, which is crucial to busi-
ness data. The mechanism of VPN can be used in this case, because
only connectivity to one node is needed. In the general case when
more than one node needs to be connected, a MobilelP solution
should be preferred.

The standardized MobilelP as described in (Montenegro et al.
2003) provides Internet Protocol (IP) layer mobility. The compo-
nents enabling the mobility are the Home Agents (HA) and Foreign
Agents (FA). The mobile nodes needs to register with one of the
agents. When in a foreign network, it registers with a foreign agent,
which will inform the home agent of the current Care of Address
(CoA). Severa implementations of Mobilel P exist and are tested in
more general scenarios. Furthermore Mobile IP combined with mo-
bile ad hoc networks can be used for gateway discovery, as de-
scribed in alater section.
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Figure 1. Autonomic Network Selection as Support for
Autonomic L ogistic Processes

Communication Selection

The communication selection process includes the service avail-
ability and additional selection criteria, e.g. cost and required data
rate of the application. Currently the application that isin use is the
surveillance of sensor data using the system as described in Chapter
XX (Jedermann+Behrens).

Communication Timing

A self-organizing instance needs to evaluate the advantage of trans-
mitting the data against the costs of the transmission. This instance
might decide to postpone the transmission of the data until a cheaper
system is available or the importance of the data has increased. Ad-
ditionally, in futureit is planned to give feedback to the autonomous
logistics application on the available networks, their bandwidth, the
costs, changes in availability and security. The application can then
decide, depending on this information, to delay its transmission, ag-
gregate its data or to signal the gateway to use a different system.
This approach yields an economic use of the scarce and expensive
wireless bandwidth.

Service Discovery and Gateway Discovery

Another area in which self-organization plays a mgjor role is Ser-
vice Discovery. Service discovery is the process of detecting which
services are available and where they are available.
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There are many different methods and implementations of Service
Discovery. Standardized Protocols such as ZeroConf (Cheshire
2006), SLP (Gutmann et al. 1999), SDP (Handley et al. 2006), Sun
Microsystem’s Jini (Jini 2006) or Microsoft’s Universa Plug and
Play (UPnP Forum 2006) as well as research protocols such as GSD
(Chakraborty et a. 2002) and Konark (Helal et al. 2003) are avail-
able, to name only afew.

For autonomous logistic processes there are at least two service
discovery types: Sensor Discovery and Gateway Discovery.

Sensor discovery is the discovery of sensor nodes with specific
sensors as discussed in Chapter XX (Jedermann+Behrens). The
mentioned protocols cannot be used in Wireless Sensor Networks
because of their dependence on IP networks, instead specialized
WSN solutions are needed that take into account the low memory
space, low data rates, limited energy sources, for example (Raluca
Marin-Perianu et al. 2006)

Gateway discovery in Internet Protocol based wireless networks
such as the one depicted in Fig. 2 means discovering the node that
provides a connection to the infrastructure network, e.g. the Internet.
Usually only one node provides this service to all the other nodes.
There are severa solutions to autonomic gateway discovery. In this
project two approaches are going to be considered. The first ap-
proach is called Proxy Gateway. The second approach is an integra-
tion of the aready mentioned Mobile Internet Protocol (MobilelP)
and Ad-hoc Networks (MANETS).

The gateway discovery in the Proxy Gateway approach uses a
modified gateway (in the vehicle) that replies to route requests to an
unknown network node with its own address and forwards the data.
This approach provides connectivity of the logistic ad-hoc network
(e.g. in the vehicle) to the Internet. Addressability of the logistic ad-
hoc network from the Internet is not included.

The second approach to gateway discovery integrates MobilelP
(Montenegro et al. 2003) and MANETs (Macker and Chakeres
2006). The Foreign Agent of MobilelP, which handles the registra-
tion of Mobile Nodes, advertises its gateway functionality into the
MANET. The nodes receiving the advertisement can use the address
specified in the advertisement for identifying the gateway to the
Internet. Implementations of MobilelP and AODV for embedded
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devices such as Access Points have been developed by the authors
(Becker et al. 2006c).

Ad hoc Routing

The working principles of ad hoc routing have already been dis-
cussed in Chapter XX on Historical Autonomy in ICT. Here we pre-
sent the usage of ad hoc routing in logistical environments.

Figure 2 depicts the usage of ad hoc networks in logistics. The
nodes and packages have communication units attached to them.
Those communication units set up a mobile ad hoc network. The
networks might be divided into sub-networks depending on the spa-
tial distance between them. When for example a packet is loaded
into a vehicle, existing radio links will be discontinued and new
links will be established.

A commonly investigated usage scenario of ad hoc networks in
the Collaborative Research Centre (CRC) is the intelligent transport
good, which decides itself with which transport vehicle to start nego-
tiations for transport services. Factors considered are for example:
expected time of arrival at the destination, risk not to arrive in time,
suitability of transport vehicle for the transport, costs, and sensors
available in the transport vehicle to monitor the transport conditions.

When the packet isloaded onto the transport vehicle the agent rep-
resenting the transport good can be copied from the RFID tag into
the board computer of the transport vehicle. The agents of more in-
telligent goods can communicate themselves with the vehicle's
agent (see Figure 3). It is also possible that the transport good is just
identified by the transport vehicle, which then downloads the trans-
port requirements from the Intra- or Internet. Among other things the
transport good is advising the vehicle's agent on how to configure
the sensors to monitor the right transport conditions.

Other scenarios foresee that a sufficient number of sensors are in
the transport vehicle and also on the transport goods themselves.
Each transport vehicle configures a sensor network out of the avail-
able sensors suitable for monitoring the required transport condi-
tions.
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Figure 2: Ad hoc routing in logistic applications

Conclusion

This chapter has shown examples of the application of self-
organisation approaches in the information and communication layer
of autonomous logistic processes: the self-organized selection of
communication networks, gateway discovery and ad hoc routing.
The self-organisation methods applied here aim at improving the
communications of logistic objects.
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