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Information and Communication Technology includes many dif-
ferent concepts, implementations and usages of Self-Organization 
(Serugendo et al. 2004; Czap et al. 2005; Brueckner et al. 2005). 
These are among others: ad hoc routing, autonomic communication, 
Self-Star and peer-to-peer networks. 

The constituting features of autonomous control, as already men-
tioned in Chapter XXX, have been used and enhanced since the be-
ginnings of Information and Communication Technology. 

Non-centralised or distributed design and operation is naturally 
present in ICT systems: The components of the ICT networks are 
distributed, e.g. the base stations of cellular networks, are distributed 
over the coverage area. 

Heterarchy is present in non-hierarchical networks, e.g. peer-to-
peer networks, as explained later in this chapter. 

User-Network-Interaction and Network-Network-Interaction, as 
specified for example by the Border Gateway Protocol (BGP), make 
up the constituting property of interaction. 

Non-determinism exists, e.g., in the Internet for packets taking 
different routes to reach the same destination. 

Each Internet router acts autonomously, which is another consti-
tuting property of autonomous control. 

Finally, the decision process is also found in ICT systems: for ex-
ample in policy-based decision processes. 

Those constituting features can be found in the following exam-
ples of ad hoc routing, peer-to-peer networks, autonomic computing 
and autonomic communication. 
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Ad hoc Networks 

Definition of ad hoc networks 

An ad hoc network is a self-configuring network of hosts that have 
equal or similar functionalities and equal or similar responsibilities 
(Blazevic et al. 2001; Garbinato and Rupp 2003). Especially impor-
tant for the functioning of the network is the routing functionality 
that has to be present in all nodes. Usually this functionality is im-
plemented only in a subset of network nodes, called routers, which 
provide this service also to those nodes which do not have this func-
tionality. The functionality of ad hoc networks is especially chal-
lenging in wireless and mobile environments. The term ad hoc net-
work usually implies a wireless ad hoc network. In this kind of 
network the nodes communicate by means of radio frequency trans-
mission. A mobile ad hoc network, abbreviated MANET, is a wire-
less ad hoc network, in which the nodes are free to move. The links 
between the nodes are created by the routing functionality. The 
geometric arrangement of the nodes together with the links is called 
the topology of the network. Ad hoc networks have a dynamic to-
pology due to the movement of the nodes. The routing protocol 
adapts the topology to the physically possible communication links. 
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Figure 1 Ad hoc network usage scenario 

 
An ad hoc network can include nodes from non-ad hoc networks, 

e.g. the Internet. Such nodes may provide access to the Internet for 
the other nodes of the ad hoc network. This extends the area covered 
by the Internet-node – usually called Access Point – without the 
need for installation of further Access Points or infrastructure ca-
bling. 

Ad hoc networks have several advantages over usual infrastruc-
ture networks: 

• Ease of deployment: Ad hoc networks do not need the 
elaborate setup of Access Points, e.g. cabling, addressing, 
setup. Although in this case the usage is limited to the ad 
hoc network with no access to the Internet. 

• Speed of deployment: As setup is easier, the deployment is 
also faster and cheaper (no network and power cabling). 

• Decreased dependency on infrastructure: Single points of 
failure are eliminated, e.g., Access Points.  

Characteristic properties of ad hoc networks are: 
• Decentralized: Each component has the same functional-

ity, rights and responsibilities. There is no central instance. 
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• Self-organized: Routes are found without manual or cen-
tral interaction. 

• Self-deployed: Except for physically placing the nodes and 
switching them on, no setting up needs to be done. 

• Dynamic network topology: Depending on the propagation 
conditions the topology of the network can be changing 
and is handled by the ad-hoc network. 

• Local knowledge: There is no central instance in the net-
work that has knowledge of the complete network. All 
components of the network only have local knowledge. 

• Interaction and cooperation of the elements/nodes of the 
network: The components work together to find routes to 
other components. 

• Adding/removing nodes is dynamic: Once a new node is 
added, it announces itself and answers requests for routes 
in the same way that all other nodes are functioning as part 
of the network. When a node is removed, the routes using 
this node break. This break is detected and a new route is 
set up by the remaining nodes. 

The dynamism in wireless systems is very high compared to wired 
networks. The attachment and detachment of nodes to the network 
can be more frequent, as there is no physical attachment necessary 
via cables.  

Routing in ad hoc networks 

The main functionality of ad hoc networks is the routing protocol. 
There are two main families of routing protocols: reactive and pro-
active routing protocols. An extensive list of routing protocols can 
be found in (Various Authors 1 2006). Hybrid versions of the two 
different routing approaches are a natural extension. 

Reactive Routing Protocols 

Protocols that create routes, only if requested by the user of the net-
work are called reactive routing protocols. Examples are: Ad-hoc on 
Demand Distance Vector (AODV), Dynamic Source Routing (DSR) 
and Dynamic MANET On-demand (DYMO). Reactive Protocols are 

Becker, M.; Kuladinithi, K.; Timm-Giel, A.; Görg, C.: Historical Development of the Idea of Self-Organization in
Information and Communication Technology. In: Hülsmann, M.; Windt, K. (eds.): Understanding Autonomous
Cooperation in Logistics - The Impact on Management, Information and Communication and Material Flow.
Springer, 2007

http://www.sfb637.uni-bremen.de


Error! No text of specified style in document.      5 

more appropriate, when the topology is highly dynamic. New routes, 
which appear frequently, need not be propagated through the whole 
network, as they are not needed by the hosts most of the time. 

Proactive Routing Protocols 

Protocols that maintain a list of routes to other nodes are called pro-
active routing protocols. Destination-Sequenced Distance Vector 
(DSDV), Optimized Link State Routing (OLSR) and Source Tree 
Adaptive Routing (STAR) are examples for such protocols. Proac-
tive protocols are advantageous over reactive ones, when the topol-
ogy is only slowly changing. These protocols do not require genera-
tion of routes, when a node wants to communicate, thus the initial 
delay is shorter. 

Autonomic Address Assignment  

A very important aspect of ad-hoc networks, which is ideally 
suited to highlighting the issues associated with self-organisation, is 
the area of address auto-configuration in ad-hoc networks. Address 
auto-configuration selects the Internet Protocol Address of devices 
autonomously without the need for a central instance (e.g. a Dy-
namic Host Configuration Protocol server). In a static network 
autonomous configuration of IP addresses can be done by a mecha-
nism called link-local addressing. In dynamic mobile ad hoc net-
works, however, the situation is more complex. First, not all stations 
are within a distance of one hop of each other (i.e. not having a di-
rect link). Additionally, there is a possibility of two MANETs join-
ing to form a new MANET with members with the same assigned 
addresses. These circumstances need to be handled in a self-
organized fashion by MANET protocols. A comparison of different 
techniques can be found e.g. in (O’Grady et al. 2004). 

History of ad hoc networks 

Mobile ad hoc networks are derived from so called packet radio 
networks of the 1970s. These projects were sponsored by the Ameri-
can Defense Advanced Research Projects Agency (DARPA). In 
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1983 the Survivable Adaptive Network (SURAN) project supported 
a larger scale network. With the common use of IEEE 802.11 com-
ponents, an increased academic interest could be observed starting in 
the mid 1990s. 

An Internet Engineering Task Force (IETF) working group was 
established, called MANET (Mobile Ad Hoc Networks). The term 
MANET was introduced by the IETF MANET charter. A variety of 
ad hoc network routing protocols have been discussed and promoted 
by this working group (Various Authors 2  2006, Wikipedia Authors 
1 2006). 

The development of AODV (Perkins et al. 2003) is based on Des-
tination-Sequenced Distance Vector (DSDV), which is a protocol for 
static networks. AODV is an improvement over DSR (Johnson et al. 
2004) by reducing the overhead needed for the routing. OLSR 
(Clausen et al. 2003) as a proactive protocol is derived from Link 
State Routing (LSR). AODV, DSR and OLSR are currently experi-
mental Request for Comments (RFCs) of the Internet Engineering 
Task Force (IETF). The integration into standard track RFCs is done 
by merging DSR and AODV to a protocol called DYMO (Chakeres 
et al. 2006) and by enriching OLSR with ideas from other protocols 
to a protocol called OLSRv2 (Clausen et al. 2006). There are further 
efforts in unifying protocols from the two domains – reactive and 
proactive – into a common protocol with extensions specific to each 
domain. 

Mesh and Sensor networks 

Specific kinds of ad hoc networks are mesh networks and sensor 
networks. Mesh networks are specific MANETs that consist of 
mostly static mesh routers and try to supply a backhaul service to 
mesh clients. In the past there have been several community initia-
tives to build such systems in urban areas, cf. (Aguayo et al. 2003; 
Various Authors 6 2006; Various Authors 7 2006). Similar solutions 
as in MANETs are used in mesh networks, additionally self-
organization is exploited with regard to Dynamic Channel Alloca-
tion (Akyildiz et al. 2005; Subramaniam 2006). 

Wireless Sensor Networks (WSN) are a recent research field (Karl 
and Willig 2005; Akyildiz et al. 2002). WSNs combine MANETs 
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with low-power design and the ability to sense and/or actuate. Self-
organisation in the area of WSNs is focused on enabling lower en-
ergy consumption and thus a prolonged life time of the battery-
powered devices. An example of this is the adaptation of the duty 
cycle (the ratio of time awake and time asleep) to the context of the 
WSN as done for example in (Neugebauer et al. 2005). 

Active Networks and Mobile Agents 

The autonomous control in data communication is present in the 7 
layers of the ISO/OSI reference models (1: physical, 2: link, 3: net-
work, 4: transport, 5: session, 6: presentation, 7: application) in vari-
ous aspects and names. 

It is called Active Networks in the lower layers. The transmitted 
data packets are accompanied by code components, which are exe-
cuted at the transit nodes (routers). This leads to a certain degree to 
an independence of the version of the router. More important is the 
possibility of autonomous control, i.e. each data packet chooses in-
dividually on its handling. (Lededza et al. 1998) 

In the higher layers autonomous control is called Mobile Agents, 
which are moving autonomously and cooperatively in the network 
and aim for individual goals, representing the user. Mobile agents 
extend the concept of agent technology as described in (Jennings 
and Wooldridge 1995) by the ability to move the agent to the loca-
tion of the data. The applicability and performance of mobile agents 
has been studied by (Straßer and Schwehm 1997; Helin et al. 1999; 
Farjami et al. 1999; Hartmann et al. 1999; Yang et al. 2002). The 
general aspects of Agent technology are described in Chapter XXX. 

Peer To Peer Networks 

Peer to Peer Networks (P2P) are another incarnation of the self-
organization idea in the information and communication technology 
field. Contrary to the traditional Client-Server-Architecture, all 
computers have the same or at least similar functionality like in ad 
hoc networks (Various Authors 3 2006). The nodes are called peers 
or “servents”  to represent a combination of server and client. The 
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predominant purpose of P2P networks is the retrieval and distribu-
tion of content, such as multimedia files. These networks have to 
handle the addition and removal of nodes to and from the network 
smoothly. 

There are two families of P2P networks. Hybrid P2P or central-
ized P2P networks have peers that act as servers and client-peers are 
connected in a star-like fashion to a single super-peer. These super-
peers handle special functionalities, such as the indexing of the con-
tent or the distribution of search requests. Pure P2P or decentralised 
P2P does not have super-peers, and all the peers have identical func-
tionalities and responsibilities. 

The oldest Peer to Peer Networks are Usenet and FidoNet. The 
most well-known, recent ones are Napster, Kazaa, Gnutella, eDon-
key, JXTA and Bittorrent, (Androutsellis-Theotokis and Spinellis 
2004). 

Peer to Peer Networks currently also find applications in the con-
text of Voice over Internet Protocol (VoIP), where the voice data of 
the telephone calls is transported by a P2P network (Baset and 
Schulzrinne 2004). 

Autonomic Computing 

Technological systems are growing rapidly in size and complex-
ity. In order to enable further growth of information technology sys-
tems, the Autonomic Computing Initiative was started in 2001 by 
IBM, (IBM Press 2003; Kephart 2003; Ganek 2003). The aim is to 
allow control of the growing complexity. 

Increasing complexity necessitates more specialists, if there is no 
change to the way ICT systems are currently being handled. Those 
specialists might not be available or affordable. Usually these spe-
cialists have to maintain systems that have been created by a differ-
ent set of specialists. Maintenance specialists cannot know every-
thing about the system and the side effects of actions. 

Furthermore, dependency on information and communication 
technology (ICT) systems and the monetary losses due to their fail-
ures are increasing. Many companies and organisations from many 
different economic sectors such as banks, IT companies, electrical 
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power plants, police, and military organisations are highly depend-
ent on the availability of their ICT systems. Autonomic Computing 
has therefore become a topic of interest for academia as well as ma-
jor companies such as IBM, Sun, DaimlerChrysler and Fujitsu-
Siemens (Gu et al. 2005). 

Autonomic Computing is a concept of self-managed computing 
systems with minimum human conscious awareness or involvement, 
derived from the human autonomic nervous system – a sophisticated 
autonomic entity. 

Autonomic Elements are supposed to be the composing elements 
of autonomic computing. An autonomic element consists of the 
managed element and an autonomic manager. The autonomic man-
ager consists of components that monitor, analyze, plan and execute 
based on knowledge that is available or has been gathered. The 
autonomic manager therefore acts as a control loop. The control loop 
describes how the resource and control interact with each other. The 
resource is measured and based on the measurements a decision is 
taken and the decision controls the resource. 

The building blocks of Autonomic Computing are the self-*  prin-
ciples, that is self-configuring, self-optimising, self-healing, and 
self-protecting (Babaoglu et al. 2004; Wikipedia Authors 2 2006). 

There are different levels of Autonomic Operations stated by 
(Ganek and Corbi 2003), starting from basic, managed, predictive, 
adaptive to autonomic systems. Gradually the manual handling in-
volved decreases and the autonomic handling increases over these 
levels. The autonomy will be visible in processes, tools, skills as 
well as in benchmarks. 

Autonomic Computing principles are already applied in middle-
ware, database systems, and software engineering. 

Autonomic Communication 

Closely related to Autonomic Computing is Autonomic Commu-
nication (Smirnov 2004, Various Authors 4 2006; Various Authors 5 
2006), also called AutoComm. Autonomic Communication tries to 
solve the same set of problems for the Communication area, that 
Autonomic Computing is tackling largely for the Information Tech-
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nology. The Autonomic Communication Forum initiative is founded 
on the belief that a radical paradigm shift towards a self-organising, 
self-managing and context-aware autonomous networks, considered 
in a technological, social and economic context, is the only adequate 
response to the increasingly high complexity and demands now be-
ing placed on the Internet (Wikipedia Authors 2 2006). 

In Communication Technology the situation is similar and closely 
connected to the situation in Information Technology. The high de-
mand for specialists in these fields cannot be satisfied (Bitkom 
2003). The product innovation cycle is accelerating in such a way 
that the integration of older systems cannot be satisfied in time. Ad-
ditionally the usage of and number of components of communication 
system is increasing. This requires distributed and self-organising 
structures, relying on simple and dependable elements that are capa-
ble of collaborating to produce a sophisticated behaviour of the sys-
tem. 

The technologies enabling this are so called self-*  technologies, 
namely self-configuration, self-healing, self-optimisation and self-
protection. Self-configuration describes the ability to automatically 
(re)configure components of the network, self-healing the detection 
and treatment of errors. The automatic surveillance and control of 
the usage of resources for an optimal usage of those resources is 
called self-optimisation. Self-protection is characterized by the abil-
ity to identify and prohibit attacks on components. 

One key aim of Autonomic Communication is to enable zero-
effort deployment. This describes the deployment of a network of 
communication units without having to do any configuration steps 
other than putting the units into place. The units will configure 
themselves in co-operation with the other units. 

Key research areas of self-management are currently to answer the 
questions related to: 

• Controllability: How is the ownership reflected in the 
process, when autonomous elements are negotiating with 
each other? What happens if an autonomous element can-
not be controlled because of its ownership? 

• Reliability: Does reliability emerge when autonomous 
elements are collaborating or does the unreliability in-
crease? 
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• Security: How are the autonomous elements secured 
against unwanted control by other elements? 

 
The history of autonomous control in Information and Communi-

cation Technology goes back to the 1950s. It started with research 
on what is now known as the Internet. Today’s applications of ICT 
already heavily depend on autonomous control and this will increase 
in future as networks are growing. 

Conclusions & Future Directions 

This chapter introduced the development and the application of 
self-organization in Information and Communication Technology. It 
summarizes how the idea of self-organization has been applied in ad 
hoc networks (including mesh and sensor networks), peer to peer 
networks, autonomic computing and autonomic communication. 

As shown in this chapter self-organisation has been a continuous 
theme during the past evolution of ICT. In future more sophisticated 
self-organisation ideas need to be included in ICT to cope with the 
increasing complexity. As one example context adaptivity can be 
named. This topic is of relevance in all communication areas from 
sensor networks to satellite networks. The context is spread over all 
functional layers of a communication system. A self-organized con-
text adaptation taking into account information from all layers is one 
of many research topics. Additionally, research is needed with re-
spect to stability issues of self-organisation in ICT (Dolev 2000). In 
the CRC 637 self-organization concepts are being used in the dem-
onstrator “ Intelligent Transportation System” based on Radio Fre-
quency Identification, Wireless Sensor Networks and Agent Tech-
nology, as introduced in Chapter XX. The demonstrator is 
continuously being enhanced based on the self-organisation princi-
ple.
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